Appl. No. 10/567,841 

Reply to non-final Office action of 26 November 2008 



Page 2 of 10 



Amendments to the Claims : 

A listing of the entire set of pending claims (including amendments to the 
claims, if any) is submitted herewith per 37 CFR 1.121. This listing of claims will 
replace all prior versions, and listings, of claims in the application. 

1. (Currently amended) A method for encrypting a digital data stream in a 
transmission system that uses orthogonal codes for the modulation, wh e r ei n the 
method comprising: 

a-k m tr a nsm i tt e r constructs constructing a k th connection for tbe~aLk th digital data 
stream (d (k) ) by a k th transmitter , 

for th e e ncrypt i on, mixing the digital data stream (d (k) ) of the transmitter i s mix e d 
with a spreading code that is assigned to this k th connection, 

assigning different spreading codes (gi (k) , g 2 (k) ... gH (k) ) from a defined set (Gj) 

producing through th e mixing a transmission signal (s (k) ) i s produc e d through the 
mixing , 

char a ct e r i z e d i n that wherein the degree of encryption of the k th digital data 
stream (d (k) ) is increased during the k th connection through the-an allocation of a 
sequence for the application of the different spreading codes (gi (k) , g 2 (k) ... gH <k) ) and/or 
a hop interval (lhn P ) by the k th transmitter . 

2. (Currently amended) [[A]] The method as claimed in claim 1, charact e r i z e d i n 
th a t a p e rmutation function (S i ) d e fin e s further comprising defining the sequence of the 
application of the content of a set of spreading codes (Gj) with a permutation function 
(SjjLby stating the position ({p_1, p_2 ... p_M}). 

3. (Currently amended) A method for encrypting a digital data stream that is to 
be transmitted, wherein after tbe-aLConnection set-up, necessary parameters for the 
transmission and recovery are transmitted, ch a r a cter i z e d by th e st e ps the method 
comprising : 

commun i cation o f communicating an encryption key (200) and thus: 
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estab li shm e nt (210) o f establishing a permutation function (Si) that defines a 
sequence of the application of the content of a set of spreading codes , 

e stab l ishm e nt (220) o f establishing a set (Gj) of spreading codes, and/or 

e stablishm e nt (230) o f establishing a hop interval (l hop ), 
wherein the l ast thr ee st e ps m e ntion e d (210, 220, 230) establishing a permutation 
function (Si), the establishing a set (Gj) of spreading codes, and/or establishing a hop 
interval (Ih^ ) can be carried out in any order. 

4. (Currently amended) A method for encrypting a digital data stream, 
charact e r i z e d by th e e x e cut i on o f the method comprising executing a first permutation 
procedure ( 4 00) which contains a loop with the following steps: 

setting (410) of an interval (n) to "1"; 

waiting £420) for the end of a predefined hop interval (l h0 p); 

increasing (430) the interval (n) by the value 1; 

carrying out a comparison (A AO) to see whether the current value of the interval 
(n) is greater than the total number (M) of the elements of a permutation function (Si) 
which states the positions of the spreading code (g n ) of a set (Gj) of spreading codes 
that is to be used for encrypting the digital data stream, wherein alternatively the 
following takes place: 

if the comparison has a positive result: 

resetting of the interval (n) to "1";. 
if the comparison has a negative result: 

equating the current spreading code (g n ) with the spreading code 
(gp_n) that stands at the position (p_n) stipulated by the permutation 
function (Si). 

^ 5. (Currently amended) A device (4f for carrying out [[a]] the method as claimed 
in claim 1 , charact e r i z e d i n that wherein the device has a first code generator (2}-that 
creates the respectively current spreading code (g n ). 
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6. (Currently amended) A method for decoding a received digital data stream 
that was sent encrypted, charact e rizod by th e e x e cution o f the method comprising 
executing a second permutation procedure (800) that contains a loop w i th the 

setting (S4£)-an interval (n) to "1"; 

waiting (820) for the end of a predefined hop interval (l hop ); 

increasing (830) the interval (n) by the value 1; 

carrying out a comparison (8 4 0) to see whether the current value of the interval 
(n) is greater than the total number (M) of the elements of a permutation function (Sj) 
which states the positions of the spreading code (g n ) of a set (Gj) of spreading codes 
that is to be used for decoding the encrypted digital data stream, wherein alternatively 
the following takes place: 

if the comparison has a positive result: 

resetting of the interval (n) to "1"; 
if the comparison has a negative result: 

equating the current spreading code (g n ) with the spreading code 
(g P _n) that stands at the position (p_n) stipulated by the permutation 
function (Sj). 

7. (Currently amended) A device (Sffor carrying out [[a]] the method as claimed 
in claim 6, charact e r i z e d i n tha t wherein the device (Sfhas a second code generator 
(4)-that produces the current spreading code (g n ). 

8. (Currently amended) A transmission system that uses orthogonal codes for 
the modulation, with a first device for encrypting a digital data stream , i n particul a r a 
dev i c e (1) as claimed in claim 5, wherein the digital data stream (d (k) ) is mixed with a 
spreading code, and with a second device for decoding a digital data stream that was 
sent encrypted, charact e r i z e d by th e e x e cution o f wherein the second device executes 
a second permutation procedure (800) that contains a loop with the following steps: 

setting <840)-an interval (n) to "1"; 

waiting (820) for the end of a predefined hop interval (lhop); 
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increasing (830) the interval (n) by the value 1; 

carrying out a comparison (8 4 0) to see whether the current value of the interval 
(n) is greater than the total number (M) of the elements of a permutation function (Sj) 
which states the positions of the spreading code (g n ) of a set (Gi) of spreading codes 
that is to be used for decoding the encrypted digital data stream, wherein alternatively 
the following takes place: 

if the comparison has a positive result: 

resetting of the interval (n) to "1"; 
if the comparison has a negative result: 

equating the current spreading code (g n ) with the spreading code 
(g P _ n ) that stands at the position (p_n) stipulated by the permutation 
function (Sj), 

charact e r i z e d in that i t wherein the system has means for 
carrying out encryption, 

carrying out decoding of a digital data stream that was transmitted 
encrypted. 

9. (Cancelled) 
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